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e

Fuzzing (HEILN) EA—FRIAALRIAIZREAAR, AEAREWHNEFMEHRESEITT ZNA, BH
THREERETMAENS R, BESAITENASTEREELNESD. B, RER/ Fuzzing %
MNFARNRYE, SN TFE—RENTREMEREN EEARE, MIXARERTETITRIRE &AASNIE S
o ATHRXMENE, PARFAIAFRHI T —LEEBHITARE Fuzzing 7 R#HITEMNITAIE
R, REEREBATETHR, EZENBE—LO&E, FIANTENZZ (100% ML) BFTHR
1%, AFE Fuzzing ARNEREZ, MR ESHND RO ERARZ SMAIZEF, SXBADHT
HAITSEREMIIAIUERAERIEN, BETZIEEBRORLENEERE, RERET —MERRAE,

At

15|58

Fuzzing 2—MIIAFER, HET BMCAMERT. B, EEMNBA, HESIREFNEE, M
MAMIZFFH Bug, Fuzzing RUEEEZM B 1-1 iR, ERBEENSE (FF) /5, Fuzzer =
ERARMINBER, FNEMTEREZERFFERE. BENSINBAETHRINES, RFBTIR
SER, HUREERAFEREURBEENEN, MIEFMEREHES TR, B,
Fuzzing IRAREN ZWMNXARMREMRTARER,

ALGORITHM 1: Fuzz Testing

Input: C, tjm
Output: B // a finite set of bugs
1 B+ o
2 C + PreprocEss (C)
3 while teiapsea < t1imit A CONTINUE (C) do
4 conf <— ScHEDULE (C, teapsed, tiimit)
tcs <~ INPUTGEN (conf)
// Opug is embedded in a fuzzer
6 B’, execinfos < INPUTEVAL (conf, tcs, Opg)
7 C <+ conrUprDATE (C, conf, execinfos)
8
9

o

B« BUB

return B

1-1 Fuzzing TEREEE A [1]


https://qiuhao.org/#Contact
https://qiuhao.org/CN_Parallel_Ensemble_Fuzzing.pdf

A TS Fuzzing R, HI TIHFZXNTF Fuzzing EIASEI LA, BI140:

1. MOPT [2] REB—TEREFEN—THF, ERRFEMABEENSHNERBEZINERRIEMSG
HILEE;

2. REDQUEEN [3] BE#MANMREFAVREXRR, K—“BRER" 5RO TFRAMENPILSF
LREBTINIEF PRI FIRT, RERLEENXEFERHITESR, MMESERNME;

3. AFLGo [4] AEXMNERES, ST SaMAMERIANERRIFNE XN BIRESIRAER,
AU ARGIESEE, SulERENBALEMRAEBEIABMERREVEA

4. NAUTILUS [5] B {ERECE XN L FTXAXRIBSHAMALN, FHEIEEN ENRMNHITE
%, MIERBEEEEMNANIERE,

5. FIFUZZ [6] B EREIRENNRA, AESEF L TFTXINEANRITES, MM FPEIR
LIBRRIR,

M ERAKRZEREED Fuzzer AR, MEMENEFSREF, SZZNEHELREN, TRHFS
Fuzzing TREX¥FEIGTZ Fuzzer, MILAZIEFRMIEBR., FlaxF AFL [7], EZEHEE
17— Fuzzer MZ M Fuzzer, XL Fuzzer BF—ERITE)SIAEEM Fuzzer B9IERIE, HEid
BITIXEER, STERENECSHNNEREEE), MEERZIESHIERNEF. Google i
ClusterFuzz (/5i%) 1 OSS-Fuzz (Hil%) EII7E100,000Z P EHBIAL [8] £EXF500 N FHRIN B #1T
i, = T#83$30,0001 Bug [9].

AN EBZRFHTHNEM Fuzzing, BREBATEX XM TRZ, 1T Fuzzing: RREITZ1 Fuzzer,
XL Fuzzer Z [EBE R ENITESARIELFANMNARR, &AL Fuzzing: iEBTZ 7A@ Fuzzing H5
Y Fuzzer, XYt Fuzzer Z[RBEIRERITERAZEFAINAIR, AIN, &AL Fuzzing KZFIUE
HITHIE T 1T,

BRI XEZEARUNT: BmomE/LEXTHIT. 2B XUKRER Fuzzing BXBFEARILX; EB=
TEEEX—UEEIGAM BRI SRR, FUHEAERIIN FXER IR LA R—
LilacFuzz BIMEZRIZIT: =E—THAEININ T LilacFuzz 7E3LI] _ERIAY ()T,

2 lHx<TI1E

BAEl, #HNTHT. 2N HREMINLANE X AR S, FANEE 7SR IERAR A EAILN, &
RIS EZHAITERAR. B—THERDR3TED: URSEE; RTINS L RRIESH
EO



2.1 REHTMHYT R

x5EMm

Wen xu et al. [32] BEERNZZAS L151T Fuzzer, RIMBEHTHE LA, SEFRAT Fuzzing By
FESSMGEEEEI TR, MREZETUNHTHEE/NIBER.

WA B 2-1 .

45k
40k
35k

30k
25k
20k
15k
10k

5k

Execs/sec

Fuzzing execs

(a) Number of executions

Sync execs —J—

100

s
o
X

% time spent

15

30 45 60

75

(b) Time breakdown

15

2-1 AFLTEZ#Z R 5 _Elidlibjpeg

BEEEEDITT AFL BOFTILIFRTE, W B 2-2 .

( afl driver ' )
o load/mutate (lnstrumented)
test case ) target app ]
® fork/exec() i . H
loop wait() H jnz dest i
check/save i dest: log bitmap
the test case exit() )
shared
bitmap
N ./
\\\ ___________________ @
afl0 app||afll app afIN app
instances v \J \/
core 0 corel | oee core N
A
private l
directory  /out0 Joutl JoutN

EEE1-120% EH RIBTT AFL,

2-2 AFLBH1TiRIT



EEINN, AFL IR IREFFEREEM fork(2) RAFA, ANSEXHRA LESREZAENIER
&, MERPERNMEREFEES T Fuzzer BT BRI, BRX=1MEASHT AFL FAMEKEH

RORIRFE TR, FRIFEDBEIIRS RIRH T BASE.
ST P

(1) 3FF fork(2) Fr#RAVMEEEIRS, FERMT fork(2) KR LZRIE TR MNERE, EXMNIREFS
HIAEARFFHITHZES ., FU POSIX fEME PID MiZ2IBEHN, FZHZBIBEEMESFINE
SRRt EESRT, WIIMNRZESHFHITIESS Fuzzing ARG TLXIIRIE, FIRINHEHTLENRR
T, BHERNFERS#HTEES, MERN Fuzzing ik, BIMNEEZTENRE fork(2) JHEMEG
IhgE (Copy-on-Write &) , FRLAMEERITHZI T —MHHIRSTEA snapshot(unsigned
long cmd, unsigned long callback,struct iovec *shared_addr) , EfEA Linux W%
BRI RS R, TESREN B2-3 Fik.

start with
the reserved

(2]
user context (ctx) sys_snapshot()
BEG_SNAPSHOT

. ®
Waitin :
on bloc main()
Oys snapshot() a) exit()
restore ctx END_SNAPSHOT b) f{e'ﬁlr(ril
callback() ) kille

2-3 snapshot(2)l LEAfzE

EZARGART, cmd $EE T snapshot #IGFIZEER, callback 22X fuzzing ZRAY [EIEAYER L,
shared_addr #RBZEXR fuzzing FAZERGRIFNEXE (fINBEERRMAUE) .

XF—IR Fuzzing , BRI R sigsetjmp(3) REFRAFELTX ctx, FEEIEA cmd A
BEG_SNAPSHOT HJ snapshot(2), A#Zi3i%#EEN VMA, IERXEEMAFZXENEY, HiRE
PRIE, URIEM brk, XHBARFREHRBIEXRNOAZEE. LR, H—D VMA BEHN, &
AL RE, AZMEENRIE VMA MICRHTIE, W0R snapshot(2) ZRIZA S, NMEEHT
Copy-on-Write 238, H#NPIXFZER SR (FIRIEERNEA cmd 79 END_SNAPSHOT #Y
snapshot(2), exit(2), K kill) , AZSREHEN VMA MIEMAKEN, HiEREZIERER, M
b ASEER callback RE, TE callback REMIT/E, FAF&ER siglongimp(3) IMERFSLET



X, A0, B ERZARER, BE1lERT fork(2) H namespaces, cgroup, scheduler HiER™
A H Fuzzing THEx AKX HAT A K IFHIIRIE,

(2) XF AFL IXHRFNESN, (FEINRKETHTAE, —=2 AFL 2XE. 5, gIEREE
B, XEXHARZRE KB &3, SWHE 10 IXHRGTEMELENEN. Z2EHITRSH
B{®, — Fuzzer RiBHEM Fuzzer FIBRITEREX MK, NN XGRETERT ENET.

EEEZREIXNT Fuzzing 3P AENPEIXMYE, EHAFETBN—IME. FANEEFKIE HIEE
EXERIEN RERELEREM crash HA, ATHRE LRBBNFXUGRGMBENESD, FEER
T —MWE"XERS: WTFE Fuzzer WEEIERE, XA tmpfs [10] IMAEFEXHRSE, BT
tmpfs RBEHFAMCNEHRGMEABNES. SEMEFRE, FEHEBESHTAENER TMRIER
FHIMRE, BN, AT RIS TEE, NN extd XERZSTEHRES tmpfs PHIERIE, &fF,
AT BRE—XGRTHTRETRNEISHE, S—ENEHEECSERNS KX,

*F tmpfs TEH A ERMEE, FIAS2ZE USENIX ATC 2016 B9—&Eiex [11], t0 B 2-4 ik, tmpfs
ERRABXH RS HIEMEE FFR, Jussi Judin fE2018F(F A AFL MREIS AR ST T HRENT
[12], a0 & 2-5/6 Fiix, FTILZERE Fuzzing MEEXRENHEENIEEHFE, tmpfs HEREHE.

(a) DWOL (b) DWOM
160 btrfs —p— A
140 |- extd ----- A"'.

120 |extdyy -3 -
F2FS b KL
§ 100 " tmpfs ---A- X ,tﬁ»"é
g 80 xFs _'GQﬁ".

s 60 P
0L KK
20 L 4l
0 & X 1 1 1 1 1 1 1 )

e e S N o o 0
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80
#core #core

2-4 FAEXH ARG FIAEXEHHIEIRE (DWOL) MEZHEIERES (DWOM) BOMEEXTLL

execs/second stdin file

btrfs 205k 146 k
ext2 31.6k 19.2k
ext3 30.0k 18.4 k
ext4 28.0 k 18.2 k
JFS 31.7k 171k
ReiserFS 28.0k 145k
tmpfs 34.6 k 25.5 k
XES 21.1k 16.8k

2-5 AREIXHRET, AFL (FEFT) 22 #PAXS T B BURGIIFE R £



writes/month stdin x4 file x4

btrfs 9.53 TiB (78 %) 0.052 TiB (65 %)
ext2 0.072 TiB (450 %) 0.120 TiB (600 %)
ext3 0.075 TiB (94 %) 0.147 TiB (130 %)
ext4 0.090 TiB (64 %) 0.088 TiB (100 %)
JFS 44.4TiB (110 %) 339 TiB (120 %)
ReiserFS 0.069 TiB (82 %) 0.072 TiB (75 %)
tmpfs

XFS 786 TiB (98 %) 0.035 TiB (220 %)

2-6 ERRIXHRAT, 41T AFL — T BXEEANET AN

(3) WFHENERL (REIEN) AERNMEEN, TERXREBTHEARMNIRIT. BIERE D]
1B, 88— Fuzzer IRTEIE ZXEHO(M * n) * ExecTime, EH m 4 Fuzzer B E, n AEN
Fuzzer FARIENENE, ExecTime AXNTEBMER Fuzzer MWFIMATEIE, B ESXATIR, BH
PiEHNI RSN X R ETEEN .

ZIREIFTAR Fuzzer EREMR (Fuzzer MNNINEFIFMEE) 89, FEIRITH—METRFAIESEI

RS HRE, BERSTERRENIITEE —XHR. TiiE. BEEME, RE% Fuzzer EEF
RS RERFERNTEA Fuzzer FANS—MER, HERWE 2-5 Fim.

Fuzzer; Shared in-memory test case log

index 0 index 1 index N
test case test case test case
opus h () (e.g., filename)| |(e.g., filename) (e.g., filename)
metadata metadata | e i metadata
(e.g., size) (e.g., size) (e.g., size)
bitmap bitmap bitmap
® pop()
Fuzzerj

2-5 ETHRRNEHTEENELS HE

B Fuzzer (master) #RWEBSHHAIE ST, BERN%IF—P2EH HEAD f TAIL . H4%
FTEIERIES, master @B SHIBAGI L push IBFHER, MHEMFuzzerfE RGP IR S X 1ZBATI 43P
— 1 EERY TAIL, MIZBAZIAH pop HIBRHMERHAIMMZIER RSN BCEE . REHFMEHM
Fuzzer # pop —1MiERE, master 7 2BMEB/M TAIL, HTRITEEHFEEEEENE, Hit

Fuzzer T RIHTIBRITBEHINT % IBR 2

n)e

a6
éﬁb

MECHERMNEBERE, MMERBEERER/NE O(m *



JFIE, fEEERA Google’s fuzzer test suite [13] ARIEF D T2 3 A IR =F i1t /5 R AIZS#4 #
Tk, MR E 2-6 i,

(b) Llibpng

(c) woff

500k 800k —

1000k

400k 800k

600k

300k 600k
400k

200k 400k

200k

100k 200k

Ok Ok [US

L} T T T T
1 15 30 45 60 75 90 105 120 1 15 30 45 60 75 9 105 120 1 15 30 45 60 75 90 105 120
200k (d) Libxml 560k (e) boringssl

600k (f) c-ares
500k
400k -
300k
200k
80k 100k

Ok - Ok Ok
1 15 30 45 60 75 90 105 120 1 15 30 45 60 75 90 105 120 1 15 30 45 60 75 90 105 120

400k — (g) re2 200k — (h) openssl1-1.0.2d 250Kk (i) libjpeg

480k
400k
320k
240k
160k

160k
120k
80k
40k

200k

300k 150k

150k
200k 100k

100k

100k 50k

ok 1 ok | | 1 I I I W
1 15 30 45 60 75 90 105 120 1 15 30 45 60 75 90 105 120 1 15 30 45 60 75 90 105 120
#COrt #core #core

2-6 it 5ZE (opt) MIRAHE (stock) SMMINIREIILE

A, MFRSERFRAENARTEREHTHERINLMTER, REMIEFECORLALINT
MR, XFIRERHTAFRBERNEFEEBRETRNERERE. Wit, ATNEES ML ESE, F
EXRT THRA, DHIERRER fork M, RMEMXGRGEMA, RERESNIAHCNS R
T, BRI T ENHRIRRESR.

ARIESTR

1. SHFARFEOIE, FERET =K. —BI%IEX AN LibFuzzer I AFL XL N ELFEFHY
Fuzzer 1T 7T iitt, NFEHAMI Fuzzer, BIMNEHNAZE X RSHI Fuzzer, HITHIMBENRZNAT
REAEARMNM S, Z2ZIEXRHNTF GNU/Linux FAa#T T, Z2WMERS Fuzzer £
MER/EIMCIHET, BEFRPNSEENZEERMYTEERTR—LEMEE EARE.

2. BMNREAEEREE. 2MNESEMFIBE LR, RAMIZNER/ZHTUIR? XFERES %
EMarER On) (2h2.5%) ,

3. AXMRIZFAER Fuzzer WHITIER, MIRGEME, HMEER (HEABANEX) B, XS
EHITZNAREN Fuzzer, BJARARIMERTEN Fuzzer BRSO ARRIHITER.

4. BFIZZSTF snapshot(2) BISCEIRA T Linux RIZIER, {EHTF Linux A% APl RIEE, 1Zi&
RGEIFEEREERS . GINXNTF AFL BEHINE AFL++ [14], HERF AP AIER [15],
T BT ATE R PSS R B IGIhEE [16],



2.2 ERAEIMIAG R

XEIEXBHAL T USENIX Security 2019, (BEFIEIRAELO01BFEFELRTE arXiv _F, FATLAEL.27,

RS )&

BRIRY Fuzzer 40 AFL 1 LibFuzzer 193 35HTMNR, BEHAITHY Fuzzer HZREHFENH =,
Yuanliang Chen et al. [33] A%, BEAE Fuzzing 73 REOFHFREIS BT LLAZIBIFHIMIAIR .

void crash(char* A, char* B){

if (A == "Magic Str"){ => T1
if (B == "Magic Num") {
bug(); => T4
}else{
normal(); => T3
}
}telse if (A == "Magic Num"){ => T2
if (B == "Magic Str"){
bug(); => T5
}else{
normal(); => T6
}
}

2-7 Wiz

BlansdF B 2-7 FimigER. i Fuzzerl 33F “Magic Str” KHEQBRIFNDITEES), BEWEAERKIE

I X == "Magic Str" EYHIA. M Fuzzer2 XF“Magic Num” ZHERBRFINSITEES, BEGS
EREY Y == "Magic Num" B9%IA, WRFK(RIETT Fuzzerl , IBRBEZEEHFZE T1, T3; UR

RIB1T Fuzzer2, BOBEERE T2, T6; MRBEANIEEIEIT Fuzzerl, Fuzzer2 ERAELHMF,
BEOBEEERA T, T3, T2, T6; MRIKAIENIZIT Fuzzerl, Fuzzer2 HEZENIFENMF, B
Y Fuzzer! #@3d T11846)/G, Fuzzer?2 JEr=4i@1d “Magic Num”iBG/ImAN, kA T4, FIE
Fuzzer! ¥ZIiX T5, REMBEEXKN T1, T2, T3, T4, T5, T6, A BIRSHHFAILUAEI“1+1
> 2"AMIAER, EERBXMA AN “EREMINE (Ensemble Fuzzing) 7,

RITSEM S THE



B, S5EMMNAN Fuzzer MEHZ, HIIEBNEREFIBUNRRERENTNLBRMELT . /£
EFEHREXT Fuzzer IZHEM: (1) BEERBONE (2) BERERERE (3) ERERMEEN
g, HM="TREHRE, ®IFT AFL (fEAXLEET) , AFLFast [23] (R 5RERE) |,
FairFuzz [24] (ZE&5BAEREE) , libFuzzer [25] (BEERMHIE) , Radamsa [26] (IBRILE
B%) , QSYM [27] (IBRIAERR) EA Fuzzing AEH Base Fuzzer, #Hi&kit7T —fgEE 2B H=E Base
Fuzzer #F80MIHAESR EnFuzz, EEAERMEEW E 2-8 1 B 2-9 AR,

Target
Application

Base Fuzzers Selection

i Base Base Base Base
Fuzzer; Fuzzer; Fuzzers ses Fuzzer,
N~ 2 sl =T
[ B i ~e i i e i
H '-“'-.,‘_‘ ~. Lo -
! ! N T 1 i
! ! ‘\.::\ /’,.»" i i
! ! e St ZI T e, i
i i i i
i i Seed Synchronlzatlon Mechanlsm i i
! v i i
[} [} | |
i i [Seed synchronization ] i i
i i i i
! ! H : | |
generat gengrate; generate generate
i o S i
! ! | |
! ! i '
! ! I I
! ! i i
! ! i i
! ! I I
! ! i i
! ! i [
! ! i i
i i s ; i
: ____.'Imomtor momtor monltf:r._____ :
Yeo-—""" | P N R
Result; Result, Result; Result,

integrate together

Final Fuzzing Report

—b Global Coverage > De-duplicate and triage —b{ Statistical Results —>

2- 8 MFRISRIREHN

3FF Base Fuzzer, BEAISHIF—1T—1"BIBEVERINY, BFHREFECSTAMER, BN, HLW™
AR M TS, Base Fuzzer ReBiEH LEREBMFHEN (BETFXHRR) F, (FMFEER
Hfth Base Fuzzer /.



10 repeat

11 foreach seed s of the GlobalSeedPool do

12 // Skip synchronized seeds ;

13 if s.isSync() == False then

14 foreach base fuzzer f of the BaseFuzzers[| do

15 Cover = f.run(s) ;

16 /I update the global coverage ;

17 newCover =
(CoverU GlobalCover) — GlobalCover ;,

18 GlobalCover = Cover U GlobalCover;

19 /I synchronize the seed s to base fuzzer f ;

20 if Cover.causeCrash () and
lnewCover.isEmpty () then

21 crashes.push (s) ;

22 f.queue.push (s);

23 else if \newCover.isEmpty () then

24 | f.queue.push(s);

25 else

26 | continue;

27 end

28 end

29 else

30 | continue;

31 end

32 s.setSync (True) ;

2-9 2 RMFRITHEE

SIREENE (FEIRF120%) , £RMFH 5}’@’]*"@“/\?3}5?)?!3’]1%*4 REMRIEZRREN
Base Fuzzer iZ1T%1E4, EMERESZEME, HAMMZRCITEREEEBRTENMNEREEZE. WX
FETHNESRE, SREERFEZERHIXE Base Fuzzer E@E%Biﬁ*ﬂﬁ)\?ﬂqﬂ, {§ Base Fuzzer
BEGSTEARSRAE AR IZIEH .

E& D %I Base Fuzzer 1 EnFuzz 3 Google’s fuzzer—test—suite #1741ZHH47Mik, EnFuzz 8
=E 83 T A Base Fuzzer,

Project ‘ AFL  AFLFast FairFuzz LibFuzzer Radamsa QSYM  EnFuzz
boringssl 3286 2816 3393 5525 3430 2973 7136
c-ares 146 116 146 191 146 132 253
guetzli 3248 2550 1818 3844 3342 2981 4508
Icms 1682 1393 1491 1121 1416 1552 2433
libarchive 12842 10111 12594 22597 12953 11984 31778
libssh 110 102 110 362 110 149 377
libxml2 14888 13804 14498 28797 17360 13172 35983

openssl-1.0.1 | 3992 3501 3914 2298 3719 3880 4552
openssl-1.0.2 | 4090 3425 3956 2304 3328 3243 4991
openssl-1.1.0 | 4051 3992 4052 2638 3593 4012 4801

pere2 79581 66894 71671 59616 78347 60348 85386
proj4 342 302 322 509 341 323 709
re2 12093 10863 12085 15682 12182 10492 17155
woff2 23 16 20 447 22 24 1324
freetype2 19086 18401 20655 25621 18609 17707 27812
harfbuzz 12398 11141 14381 16771 11021 12557 16894
json 1096 963 721 1081 1206 1184 1298
libjpeg 1805 1579 2482 1486 1632 1636 2638
libpng 582 568 587 586 547 606 781
Ilvm 8302 8640 9509 10169 8019 7040 10935
openthread 268 213 230 1429 266 365 1506
sqlite 298 322 294 580 413 300 636
vorbis 1484 1548 1593 1039 1381 1496 1699
wpantund 4914 5112 5691 4881 4891 4941 5823

Total | 190607 168372 186213 209574 188274 163097 271408
Improvement | - 11%] 2% 9% 1T 1% 14%] 42% 1

2-10 Base Fuzzer #l EnFuzz 3 Google’s fuzzer-test-suite IR BE=EXI L

10



B9, 1EFEI®ITT EnFuzz-A (AFL, AFLFast, FairFuzz) , EnFuzz-Q (AFL, AFLFast,

FairFuzz, QSYM) , EnFuzz-L ( AFL, AFLFast, FairFuzz, libFuzzer) , BAKEnFuzz- (xHfhF
B I08E) EANBRA#TIN, WREMEMS. EEELM, T LAVA-M [28] XM EE
(2K-4K LOCs) BU/NHENIRIER, HBERSHITH EnFuzz-Q RINKLF, MY TFREBEANER
HRIRE. &fG AFLFast ®HTRMEES R AFL MFHTRIBLERERA TR,

&aE, (EE=1{FH Base Fuzzer 1 EnFuzz STEXLHEHITINL, EnFuzz B9~ HBREBE TFIE
Base Fuzzer, %R B 2-11 Fik.

Project | AFL  AFLFast FairFuzz LibFuzzer QSYM EnFuzz
Bento4_mp4com | 5 4 5 5 4 6
Bento4_mpdtag | S 4 4 5 4 7
bitmap 1 1 1 0 1 2
cmft 1 1 0 1 0 2
ffjpeg 1 1 1 0 1 2
flif 1 1 1 2 1 3
imageworsener | 1 0 0 0 1 1
libjpeg-05-2018 | 3 3 3 4 3 5
libiec61850 3 2 2 1 2 4
libpng-1.6.34 2 1 1 1 2 3
libwav_wavgain | 3 2 3 0 2 5
libwav_wavinfo | 2 1 2 4 2 5
LuPng 1 1 1 3 1 4
pbe 5 5 6 7 6 9
pngwriter 1 1 1 1 2 2
total | 35 28 31 34 32 60

2-1 Az FH 1T 24/ N\B [5 & Fuzzer KIHY Bug HE

ARIESTR

1. FF NN BERIM="AEENX Fuzzer SHIERTEEABEEMAER ., FHHEL T —MSHFEITERLE
a0 & 2-12 Fim, EA n ZHRNMIAZFEE, pi 2% Base Fuzzer KM ZEE, pA BEE
Fuzzer (I3 AFL) RIMRBREHE, RENSHEERXMBREFMANAZEAN, AR, X7
RIEZEMNLAA Fuzzer FEHNSZSHFMEXRN (B02.47) , ANBREEX—RUNNEHRR
R, AU ERTRBZNHE,

1 pi— pa
mean — — Z Pi— P (1)
iz PA
1 & pi—pa; 2
diversity = =) ( L —mean) (2)
n 1:21 PA;

2-12 Base Fuzzer 92 MHitE

11



- AEEIAR I LMRIEAREA Base Fuzzer MBI TIRSEIS 2 BEABMNITESE (120 CPU F1A
7)), MEREIERNBEER.

. EEEREN2EMFRPSEET, RBEHMFE Base Fuzzer FEENERBEEET A HZNAIE
ZMFHEELE Base Fuzzer, BN TEEZERGER, HMARARH Fuzzer, #1720 AFL
AFLFast, & AFLFast &KM— 1N FHERERBZEMNEE, AFL BIREITZMFHEE
FERNERESE, UM SR ZMF, B AFL 2rIEFEX T [17],
NEEEEEANZIUAHEZE RPN TEEERIGARBN Fuzzer IAEHEREEE.

5. EEREAZ EMIX T EnFuzz BOHITHEE, BIEMTTUEER], MEZREZE EnFuzz TFED

B EM AFL AW HRREXR, §—1 Fuzzer R2EHITEM Fuzzer BIFFEMF, XEARM
BHATMHARMES R B IR (3002.17) .

. fEEXTF EnFuzz EHMFHIRTEEIREE TRNEFSIRITIN. HIFERNFTUNSE AFLSmart [18]
FhAY “deferred generation”——2 Base Fuzzer B EBERBIRE A MR ZNEERL, k2R
B,

. ESEFEMRE, O0SS-Fuzz MfgiH Cluster Fuzzer #iE 1€ T EnFuzz BMEIFHLE [19], (BH
SANRRIRIRAE AFL++ F LibFuzzer % Fuzzer IFHTIER . MXAY A1 OSS-Fuzz BESS
BAMBERNKIMEE R 2% [20], XEAMEHTNGITFRIBEREE (ZR2.17) .

. &G, M E 2-11 FEUEE, AFL KRB AIIER ZM Bug, TSR, 60F135 CVE
ID AIEEHS B AR EMXA. ... FMENRRERMZBE REELR” L, fINERTEMNIE
=. EMUKRE.

. R

2.3 SRR ESS

x5EMm

WSS, Z45 LM Fuzzing MU AZERTEN Fuzzer AEMNEEMEI L, FIa1 AFLFast
FairFuzz, XLEMAEIEHITER TEBEEISLL/RIAM AFL BIFHBEE . Jie Liang et al. [34] @1T
FEARFHITER TER AFL, AFLFast f FairFuzz 3120 2R #1TMIK, &I AFLFast, FairFuzz iR
AFL 1BLEBEE[EN97% 6%, B4 IBugi=rEN57%F89% (IX—m7E2.2% EnFuzz KIIT(h
BRI TARI) , RN, XEHITED Fuzzer IS RAEHITIME FHI T HRETE,

EEINN, XMMEETEEHTRAERIEZRATNERL, 81 Fuzzer ZEZHRZEETF,
MERXERSEENREEENMNEEZRS, NELRALSIRESHEREERS, SAHRLMSEENT
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(2, TRESRIMMERAAR, —SXRASKNBL AR, —EX Fuzzing 2ESHITOR, BEDME
ERESIRABAEM Fuzzer, 81 Fuzzer R EEH I —2 o UBVEE TE.

9 SEHLS P

HFX Fuzzing S #1T9RS Fuzzer XEMIGITBERERX, FEXNAE Fuzzer #1TAREAILE
B, ATLAESE R X AFLFast # FairFuzz #17 7T20&, FHIA FairFuzz 17 7 AR,

BAERITERNEY, FERITH EnfFuzz £ “2/H+BEMEEFM IR (BEREE—TRE

H.....) , TS ET Base Fuzzer SHNERBEEEFHEIER, ERMNIFITABER, 1ER
a & 2-13 Fim.

f Target App ;
Y

| Global Guiding Information |

Y Y

Local Guiding Local Guiding ee Local Guiding
Information I tion Information

1 T 1 I

Fuzzer 1 Fuzzer 2 Fuzzern

/

Branch Bitmap

Y

Crashes

2-13 PAFL 142

F FairFuzz &k, HiAENSIRFEBIIXEIITARSROERRNTF, FIXNEENEREEE
M ENERiIZITR: B_global_i = max(b_local_i, i), BB ETRENESDERRE
MITIIRAEIE., X#¥ Base Fuzzer BidHIENE BUERMEEREMERMLEEARREZLWMITZIR, M
TG EHRBAERATIREN D A ROR S B WA TREARR £,

HIRZS Fuzzing BESHNDMRE, (FERBNARENBEEVEHTEEDR, 871 Fuzzer NI
ERE, RESZENTHNERERR (BTRERD) EESYNNEZEUBERTR, 72%%

13



ERREFRBENENESRS SRR, BEW B 2-14 Fimk,

Algorithm 1: Fuzzing Task Division Algorithm

Input

G R WN e

: The total number of fuzzer instances: n,

the index of the fuzzer instance: m,

input seed s,

branch hit count map branch_hit_count.

end = m % interval,
branch_covered = FindCoveredBranch(s);
min_hit_id =

FindMinHitID(branch_covered, branch_hit_count);

interval = MAP_SIZE/n;
start = (m — 1) = interval,

6 if min_hit_id < start or min_hit_id >= end then
7 | Try next input seed;

8 end

E& 3 AFLFast. FairFuzz DAR{EF PAFL {itH9 AFLFast # FairFuzz 3} Google’s fuzzer test
suite REVI2DRERFETT TR, SHRRBER PAFL BUAN A RITBE TRAE,

2-14 PAFLIES O REE

Project AFLFast AFLFast FairFuzz FairFuzz
with PAFL with PAFL
boringssl | 3875 3901 3638 4077
c-ares 105 168 105 168
guetzli 2324 2440 1514 4217
lems 2472 2677 2495 2706
libarchive | 9267 10532 8646 10482
libssh 604 667 604 667
libxml2 14204 17216 14351 22803
openssl 4067 4145 4086 4143
pcre2 34725 37273 35124 36253
proj4 324 327 324 327
re2 16498 16520 16452 16670
woff2 175 177 175 175
Total 88640 96043 87514 102688

2-15 PAFL (AFLFastflFairFuzzXij) 24/\4F TN ZBE=EXLE

EZth{EF PAFL 38{tLAY AFLFast #% FairFuzz 34 Github F—YFFRIRE#1T 7, KT —L

REHIRE T 251 CVE fH=,

ARIESTR
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1. EFIARMIIRRN IESERAESRNELS AR, HERIIZNOHXNHFER,

2. R RADREREMEMNSGEDIE Fuzzing 155, EXHENTEERTFARBESEMEERN
RIREY Fuzzer, ERERAFMF\IERRDBEFUzzZngESHIFETEEENHR (3025

™) .

3. NEXMIPDIE Fuzzing ESMIAES Fuzzer BIRITAIIHEEX, TERNERIETESEEME
FNEN NS ZAE Fuzzer,

4. & Fuzzer A INAEBZEMETN b AREFMBETEEN, BOZEMFINTEEERSHINN
Fuzzer, XFRIEBEZERE—THER.

5. XN D R EN RN FBESEIRAN Fuzzer HELERIES, {BXF Directed Fuzzing
[4] ATRERILIHBETBE, ERNZ Fuzzer B2 BFEERM,

6. EIFMEPRRAT ENAZNHIT AR, ZBEMLAMEHTHEE (B0217) . MESREEE
NENSEEEBETTRIMAE Fuzzer WEE, TTEHITHTEE,

7. 1EEXY Github IMB# TN, 2B ARG AFLFast & FairFuzz 31884,

8. KA FERABEMIERE,

2.4 RIFEMAR

&S5 )&

Emre Guler et al. [35] IAJ, FEHITEMMIKAIME, X Fuzzer FRAGHIRIZFRAEE LRET
Fuzzing IR —BE R, Fuzzer HEMZHFMMS, Fuzzer AEMHEE REMNNIXER., B
2, WF Fuzzer AEHIEEERE BBITMIXARNEZR, FIGTE EnFuzz A, IM=TREEZRE
Fuzzer ZHFM, RERMNBEANETMN, BIMRKNRBIFN Fuzzer ARERFEE MR
Fuzzer A& . &G, EARMNIERN, Fuzzer AR SHMEIRETEARRE IR H. AT, A
BEIRITIITE Fuzzer BEBENNAE, MEZEREBBMCHIIREERIMIRMN Fuzzer #HIEHKEA

PAN
Mo
RITSEM S

EEBESREAHRZE T =10,

1. It ATEERFHTZS N BEERSH Fuzzer (FREMMIL) ?

X—R3EPR L EnFuzz FROSRESMELIUR T . AR, FELGE T —1MFF, 0 B 2-16 fr
i, Fuzzer A BEEKBRLINIAN DR, M Fuzzer B BEEKBAHL MBS T DX, NRB(NNETEEE

15



BESM Fuzzer A, BRAFTEERIENMNIAZKETE], AHNST OB LIERKEEE.

[§ 2-16 Fuzzer A 5 Fuzzer B 3 FRBRIRKIREEHX R
2. M A EBERZSHERSNEESHR?

XEHTREE HAEARBANBERR"., BRI B 2-16 24], £—/XEEABRUIHSIES
(XEBRIREAH DX Fuzzer B TTiEKRME, RZIMA. BITE[RBFuzzerZBIIIEYE) , Fuzzer A ¢
TERBAN D KRBRINIEEREZ0.01, BPABITA Fuzzer A BEGSKRIRZ /3 0 ARG 1 -
0.99 * 0.99 = 0.02, BEEHIEEIE N 0.02 * 4 = 0.08; BIT— Fuzzer A f1— Fuzzer B, BEE

HAZEYE M 4 * 0.01 + 3 * 0.6 = 1.84; MIE{TAT Fuzzer B T AHBIISN D KRR INHIM R T
0.6, BBLAEHNEBEEHEEN (1-04*04)*3 =252, AN, BME Fuzzer A M Fuzzer B K4S
EEHEMERSN, EEE—THRER (B1#ENE) AMHSER, ERRHAAUFAE D Fuzzer B,

3. WMaHEE BB RRIFNAT TSR

ZEEFI2A DB, EEFIARIAANIZEI DT ERIEIR, &1 Fuzzer M FHNFEF B EE IR
BiME, HES Fuzzer ZHEFMRITE Fuzzer HEHISEFRBES #Hiég?zeﬂj?—ﬁﬁubﬂ:yﬁﬁ Fuzzer
HEBIESE Cpuid, EARW B 2-17 Fixr.

Offline phase EE Online phase E

Seeds " '
EE Shared Corpus :
Cupld ;;
Fuzzers

E Pred|ct|on "

' Training Engine "

: ‘Bmarles N é:@}‘

i i "

' <5 "

' "'—’!f" " Fuzzing Target

2-17 CpuidiI4H X
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ZIERD AMER D, BLEDBIILEN Fuzzer BAENMFINIIZEERR, BEIET Fuzzer B
=EME, AEBEXEMENEIEERER Fuzzer BERN n WIMRREN Fuzzer HE, MEH
NEZRFuzzing, FEIENE, HIGFEREFAZNBRAT, 871 Fuzzer RFRABR LN —X
WEEREFEIR], FEEMNFR Fuzzer FAFTEEMHTIL.

MNFEAMEERITTE, FERETUTRIAN., B 2-18 RENENBZEUEFRE -SRI b, A
BAE F BRI, N(1-b_f) AK b_f XK Fuzzer f EIGERFNNIXIREFR, FEER
R b BURR, B 2-19 RBERNBZEMUEFHMBERRNEAERR, &L, BIMESTAS
HE F TSR ERWIKEEN, BE F I8 Mo KREBIME, a1 & 2-20 Fim.

BranchProbp(b) =1 — l_l (1- bf)
feF

2-18 MTEHSHR F N TEZEMUE SN b BAIAHR

AverageBranchCouvp = Z BranchProbg(b)
beB

2-19 ITEAEHF R F WTFBEZEMUENRBATHAMER

'Fuzzer  Branches | Probability Map |
3 8 o o Brar-wch Proba-bility
,,,,,,,,,,,,,,,,,,,,, = S
D 2o @ = ummn
N

2-20 Cupid ITEHNRARER

RNTERENRRERAXNEN, fEEER LibFuzzer fl Honggfuzz REAEHTIR, BEEE

VEFEREARAE, MR B 2-22 ik, BFNETHARARUEFN-—TEBEER1, HH®

MRR TS PREHEZ ., IR SEAZMER Fuzzer BY, UEFNANEMUDHEARTE, BEH
TR HERSZSIANE Fuzzer B, FIADMY A, BAMBIARSINR (BIENER) .
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LIBFUZZER HONGGFUZZ LIBFUZZER
LIBFUZZER HONGGFUZZ *IBFUZZER HONGGFUZZ HONGGFUZZ

i e B R E

2-21 LibFuzzer #1 Honggfuzz Xt freetype? F2FMIXNEBEZERNE

ZREIBNEIINGRER FRIRE T, FEiTEL Fuzzer &R n NEASHEND BHHTE,
EEILE B —RB D BZERNBIS%NAR, RAEENXLELREHR Fuzzer AERSHFIENI—F
NERERR, B, NTEIRETFHEFRREHLR, £ Fuzzer IR F#HIT MR
& 35 ZZ PR AR 18]

EE RS BR300, JIZREFRRRF N reetype2, re2, boringssl, llvm-libcxxabi, libjpeg—
turbo, pcre2, wpantund, lcms, vorbis, harfbuzz, Fuzzer &£ AFL, QSYM, AFLFast,
RADAMS, FairFuzz, LAF-Intel, LibFuzzer, Honggfuzz, 81T EEMX30%, BANBFEFHREEZER
RRLEME XA EFuzzer, {EEWSFTA Fuzzer RENEBEERGAAFLINAR (64KBIEEE
&) #1745t

7T EnFuzz MEEIT(E, FEIIZRPIE Fuzzer f5, {F&IR Fuzzer 1874 (n=4) , TELEMBEAS
1G5, SR B 2-22 A,

Position Combination Complementarity

1. FairFuzz,L1BFUZZER,LIBFUZZER,LIBFUZZER 99691.98
AFL,L1IBFUZZER,LIBFUZZER,LIBFUZZER 99404.65

26. FairFuzz, FAIRFUzz, LIBFUZZER, RADAMSA 96236.07

27. FairFuzz, L1BFUZZER, QSYM, AFL 96176.07

28. FamrFuzz, L1BFuzziR, AFL, AFL 96064.53

124. AFLFasT, QSYM, QSYM, QSYM 72796.42

125. QSYM, QSYM, QSYM, RADAMSA 71395.88

126. QSYM, QSYM, QSYM, QSYM 66091.62

2-22 n = 4 BY Cupid 5RIMEEHHT

LREZERE Fuzzer ASIZIFM, FEXRM27SAE (FairFuzz, LibFuzzer, QSYM, AFL) #
EnFuzz 33 Google’s fuzzer test suite FRIEI DR HAITMIN, R B 2-23 . EXTENZ,
AT ERENEFNABERETRNSAITHRE (KEFEZETHINERTCWA) , FEERATERE
FEEENLAIFE0H TS,
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Fuzzer Combination Curip Coverage Speed-up

Binary EnFuzz  Cupip 90% Coverage 95% Coverage 97% Coverage 99% Coverage | p-value
C-ARES 58 58 0.00% +10.00% +10.00% +10.00% 5
GUETZLI 2617 2603 -6.28% -11.73% -2.58% -3.62% 0.26
JSON 707 711 +135.91% +59.89% +45.03% +1827.58% 0.01
LIBARCHIVE 3161 3577 +36.54% +10.50% +3.06% +2.39% <0.01
LIBPNG 668 697 +64.57% +543.47% +1135.38% +54.97% <0.01
LIBSSH 809 811 +51.18% +16.96% -20.29% -44.23% 0.48
LIBXML2 2014 2123 +160.85% +268.99% +169.16% +74.59% <0.01
OPENSSL-1.0.2D 786 784 -5.26% +6.38% -3.39% +8.22% 0.08
OPENSSL-1.1.0C 777 779 +29.17% +29.17% +29.17% +84.92% 0.07
OPENTHREAD 864 863 +69.23% +27.68% -33.14% -14.83% 0.48
PROJ4 2715 2819 -2.80% +57.57% +45.21% +28.68% 0.11
SQLITE 913 913 +489.64% +489.64% +489.64% +489.64% 0.08
WOFF2 1058 1102 +75.32% +432.28% +351.31% +48.58% <0.01
Total 17147 17835 |

| |
Improvement (sum) | - +4.01% | |
| |

Improvement (geomean) +2.31% | +59% +90% +74% +64%

2-23 Cupid 5 EnFuzz K10/ N\REMNDZBEE (p-value AE-B45BUKELE [29])

A, Cupid &7 REBMFMR EMEnFuzzABLEIR BT, BAEIAEI90%, 95%, 97%, 99%HY
BELBERARE. WA Cupid BREFRLE TEMAR, B, AT B 2-19 1 B 2-20 BiE
FEEIMERITENFERN, FEY n i85 10000, E5DHAMSE T4

&, fEEEE n=2 BIBER TR Cupid MIXE21TARAR, RENERFHITNILSEISLIREYT A
, FTEXM I EERNRI/RFHFRL [30], BRI T ERXNE

X

REIESTRE

Cupid @7 Fuzzing RISFSREALHS AR, BITNSREAJEEE—TERE,
ARIZB N KMEER Fuzzing BYMERE# 1T,

X ER R HITINAANEMER B RB300H, XN F—LERERKINEREN Fuzzer TR,
AN FEZEMEPHNMERMU—ERZ (EEH [0,1]) , BEAISIFRI N FEFRRAIINAMR
{2 (Directed Fuzzing? [4]) ,

5. BB G MHN T ERE, fINEBGAERR, EASEMIIGEHTIHE, XFSLHNES
NEXNEZFURAESEY. BEREEBEERRT, NTHEN)IGE, BTNERHIFERE,
YWHEFRBE—SoABRNLEESE, XFIIGLROBMRAIIENERMEZRIITR, TUEE
BB RE (A Z AR ER X Fuzzer #1T1H(HE .

b

2.5 WA o TRk

RS )=
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Xu Zhou et al. [36] IAN, BEIZEFHITH Fuzzer KIAEBA TR A:

1. EE“EE EE?Z Fuzzer BOEFEMY, ¥ Fuzzer EinfTiIIREPAMEERAH TN REZERE

1, X=

/}?E,J/E% ° PAFL j L

D IREEE RIRE AR IRIX— 0] R

J\/JFHE’J%ZM?% ERXRATEET— Fuzzer IBITAAFTTERITER,
ERAN BEEFNT

2. AHERE: ERTHNEREFR, BHTF Fuzzer ZBFEESE

=B, &% Fuzzing A5 HEF

. AR B4 B4
4. gty

ZIHIT

EERE T —MEFHRORAENHIT Fuzzing

UniFuzz f1Efth Fuzzer B94FMHEITEEAN B 2-24 Fxk,

EANER AFR,
w2l (20R2.1%) .
Fuzzer MIHFHITRAF A HF ZHH1T, LuBE%URYl‘I‘ﬁ
Z4% Fuzzer WHTRINHIZBEN BN Fuzzer MAERMI T EH
SRR,

2ot (JEEERK) ——UniFuzz, RIFMIBIRT LR

&, 1EAB8Y Fuzzer

RREIFIA,
T AR,

[R5

[a),

Shared data

Synchronization

Program | Seeds  Crashes  Hangs  Fuzzer_stats  Coverage | sync method sync time | Inter-machine | Task conflicts
AFL-P v share memory update after fuzz_one() X v
Roving v v v v master node periodical update v v
disfuzz v v v v master node periodical update v v
PAFL v v share memory periodical update X X
Li et.al. v master node periodical update v X
Clusterfuzz v v v v cloud resource  — v X
EnFuzz v v v share memory periodical update X X
P-fuzz v v database periodical update v X
UniFuzz v v v v database live update v X
2-24 ZHFHATHY Fuzzer SJLE
Qn hJ |=h| hd
IRITSEH S G
. N - = e
UniFuzz 2 AP0 MER, EZRM9%0 B 2-25 Fim. ERSEERRERFERNNTES Fuzzing TR

(Z4° AFL ARk, TTREIERSIFIEEIIE

REIRL

BN RATEIF 2 R/RNERMATIAT, H@E Fuzzing HRIITHETN KREIRINIMNEEES. )

Z[Efk§e R

PC REER, FAARIAESH LD HmAMNIT.

) TSTXERATIN, ARERMSNARTER L
MIEES; T RIREERNERENEBERE, N Fuzzing TR EEERH#ITEE; F0E

X MRIR
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-next
current pointer )

bitmap X X OO0
y Prioritized seed
seed queue queue
request queue
Main node
Database local bitmap

seeds

—
Fuzzing-group
~—~ [ Fuzzing }[ Fuzzing ][ Fuzzing ] ]

seeds new‘seeds&
JL flLljzzmg status

Evaluating-group

instance || instance instance

Evaluating| [Evaluating| ... [Evaluating
instance | instance instance

2-25 UniFuzz Z{&Ze44

A TRIUE Fuzzing T afiENT SRS, Fuzzing FSHEIREIRITR “HIE-MA &L, Bl
Fuzzing R Esi@ONEAELRERIEES, FORESREBEMATRAIINIER, @ Fuzzing™ REIKIE
BERIEEFRNRSIMEE NZERIRNTTEZRAD) . BN, HMETRNRERHNSENN
—HLWAESRREINFEITNNMFHERE, SEEXSANNE, PLAESRSB—ED
Fuzzing T3 mUEHR A TFMTI =,

FOEEZSRT RENERUE 2-26 FiR, EHEEENE, BESSE Fuzzing 12N R EIKER
i, RAFBRSMEHAREEFNRS| (GFE) , TREEREMNEN. B, AEEEZIKERTN
Fuzzer 8 BX 98 (REJR Fuzzing TRINBEPRS) . EME S ABER,

Algorithm 2 The working procedure of the scheduler

Request_Queue < &
Seed_Queue <+ &
while True do
if receive new_seeds from fuzzing instances then
Evaluating_Nodes < allocate_node(new_seeds)
evaluated_seeds + evaluate( Evaluating_N odes, new_seeds)

Database + upload(evaluated_seeds)

end if

for seed in evaluated_seeds do
fuzzing_status < get_from_database(seed)
Seed_Queue < update_queue(seed, fuzzing_status)

end for

if receive request from fuzzing instance then
Request_Queue.push_back(request)
seed_id + Seed_Queue.pop_front()
energy < perform_score(seed_id)
fuzzer + get_next_request_fuzzer(Request_Queue)
dispatch_task(seed_id, energy, fuzzer)

end if

end while

2-26 FIVAELREE
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HFIENT =R EOT IR, EHFIRES1000)R Fuzzing TR HEMFEHR—R, iAW & 2-27
Fim,. EXrEZRIBEFTEELISENMF, ZeIEEMNREUNEELLHIRAE, H§i§4 XL ATTEN I 52
HARENLE A “evaluation”,

Algorithm 3 Dynamic evaluating instance expanding

updates < 0
while True do
if receive new_seeds from fuzzing instances then
updates < updates + 1
end if
if updates > 1000 then
eval_nodes <+ new_seeds_to.valuate/evaluate_speed
unique_rate < total_evaluated_seeds/unique_seeds_num
if eval_nodes > unique_rate/2 then
eval_nodes + unique_rate/2
end if
if eval_nodes < 2 then
eval_nodes + 2
end if
updates < 0
end if
for each node in eval_nodes do
node.flag + “evaluating'’
end for
end while

2_27 iqzijn\u_'ﬁ/ \EBIM\TIL%

, TEER T Fuzzing R MIBUEEMIERMEME, IRE T —MEFRE: 3 Fuzzing @EUEE L
{glg*‘l'*uj:}t“j"fn/mﬁj JGERMRIZEI A EIZBATIS, LA Fuzzing 7 mUKE) i OEE 2R R IRAVINL,
ESE, SHEMZENESEAMNEFTINIIR, REAGPRNASMNEEERZEEN, SMEEMN
ZEEPRFIER,

XS EEIHE UniFuzz 48ERT, {FE &R TR, —ZFRI8kRAE) PAFL #1 EnFuzz fZEEZERINNAER
BT (64-bit CentOS Linux release 7.7.1908) Foi&ERINIGTT, FTREE B CKRBEIZITIH 7XILE
WRAs, & PAFL fll EnFuzz AXFZHER, MR E#HTIIKSBRIRIAZEEHZ ORI LR (Intel
Xeon E5-2620 v4) , TREZFRE T TTEREFE MM —F CPU ZEFERINIKXIY BENITE R
TR, Bl sz 128/ B F11 2842 MK VB BT B SR E R .

2-28 FRT UniFuzz, AFL JEH1T1E, PAFL UK EnFuzz 12N 2R HT MRS R, BIIAE
H UniFuzz ERZ BN THEEE R R BEE LEBEME,
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(bfreetype

(dibxmi

£ 109

£ 1200

nnnnn

nnnnn

& 2-28 @S ITERIET UniFuzz fl1EAM Fuzzer BIERT

EE RIS UniFuzz FIFEHITENA AFL EARRNTERE THREZE
2R, W B 2-29 Fim. fEEIANXZERRN UniFuzz EHTEILT

THF 51/ s2, ENEETIRETEMERIMAVERT p3, WTIFAITRIAFLIKIR,

&, &% s1 NEEEIE,

781/ 52, UniFuzz& A8 T FHEES P ENME

15 82 EI)h p3 }:#Z:E, ﬁﬁL/{/u\EIJ

IANA—N=|
BEEE

2EBEEML
BEREHTYLE, B2 7T JLFEMR
FEENE Y E SRS, BlNX

Hiz1T s1&¥M p3
el* 2 +e2, BRURHITH

, FMABREEZT N el * 2 + €2 * 2, FEMEENIR

-m-LE Hﬂ T /\\\ o
Program | 4 units 8 units 16 units 32 units 64 units 128 units
boringssl 1,100(1.06x)  1,162(1.02x) 1,233(1.02x) 1,411(1.03x) 1,457(1.00x) 1,544(1.04x)
freetype 2,895(1.14x)  3,230(1.16x) 3,566(1.09x)  5,644(1.35x) 8,601(1.37x)  13,221(1.64x)
libexx 3,985(0.96x) 5,260(1.16x) 5,840(1.21x)  8,740(1.59x) 10,458(1.79x)  11,230(1.81x)
libxml 3,031(1.82x)  3,589(1.90x) 4,314(1.97x)  6,042(2.13x) 6,567(1.81x) 7,599(1.89x)
re2 3919(1.11x)  4,359(1.06x)  4,625(1.00x)  4,956(0.99x) 5,104(0.95x) 5,134(0.93x)
size 1,387(1.49x)  2,015(1.38x) 2,212(1.21x) 2,972(1.27x) 3,288(1.13x) 3,762(1.12x)
readelf 2,962(1.36x) 4,338(1.46x) 5,990(1.46x) 7,831(1.24x) 11,443(1.21x) 13,423(1.24x)
avconv 3,205(0.85x)  3,701(0.92x)  3,983(0.88x)  4,518(0.84x) 5,999(0.96x) 8,143(1.10x)
infotocap 1,158(0.82x)  1,644(0.85x)  2,293(0.91x)  2,871(0.95x) 3,887(1.21x) 4,544(1.30x)
pdftotext 1,321(1.34x)  1,414(1.09x) 1,455(1.01x) 1,621(1.06x) 1,695(1.06x) 1,826(1.11x)
tiff2bw 1,018(0.75x)  1,652(0.87x)  2,757(1.09x)  3,009(1.11x) 3,161(1.07x) 3,585(1.15x)
ffmpeg 2,766(1.00x)  3,082(0.96x) 5,647(1.44x) 6,126(0.91x) 7,445(0.89x)  10,457(0.95x)
Average increase | 1.09x 1.13x 1.19x 1.19x 1.20x 1.28x

2-29 UniFuzz S3EHTERNN AFL BEEBITERRTHAINILL
KREIESTRE
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. £ FSE 2020 £, Bohme FA [21] iR T — MR ERE—RIRFIA Fuzzer T218E, EAE
RRSHRENERT, BELMTEROLEIEEN Bug, TELMEE S Fuzzing 125, MELIEHK
BIEZM Bug, FEBMREZM Fuzzing M8, FEINAMNIRERRB T X—EE, AR
2-29 FiR, fEENEEEIEKELMN, EXEFND@A, E 2-29 ZIRIEHTER AFL
HITIIEE, MAFLIEE SRR HERKBEEHAREMIZKM, FI UniFuzz WEZEHRHAR
BEEITERIR (F28) MNEMHERMEMER. it ERRM64ATRAIEREN28T 2, X
FboringssIfIBZE MI14AS7UEKENG44, WNF—1&E, (BIFFEL— TBohmefJie X AT H
o)

. £ B 2-26 HROVREREER, BESRHIEE D Fuzzing TRINEEHEY, GINBEEL
B, B4 [E Fuzzing TR FE— MM FHEERERAL—HFHN, fU— " MFIF ELEZEN
Fuzzing P REIRASIRAESNEEZE, BEXTFS—1 Fuzzing T mRIRAN R BEF= £ FTAVEE
2, (MFEMLER, BRI Fuzzer BB MM AER)

CE B 2-27 FTENEEEER, BIORANHINERETEER, REBTEHNEHIENHITEE
FEEF REFHNEERR (HEESEMK)

. £ B 2-27 A, SENRANTENT RREHTRG, TTOREANRSGNEGRERENRE - X,
Hrb x ATMEX B, #BRAZGLTHE.

AEERENTESRE SN T Fuzzing X EZNRE " HR@AIERAREE, Bh—L%
Fuzzer FIREREAENBERBERNERZ. MEEEFHEFNEEERN, FIMBIIIETE
BR— Fuzzer H128/\F, BREEBB 32 Fuzzer M4BT,

. 1£ B 2-28 B, RZ Fuzzer WEZEIEKHRBTRES, EREKERAE LANBEE, oS
Mt — R Bl = EE IR .

. E—HERBAERD IR T FuzzerfIfEss, BHHRTERYE, BN FAFLFastiXfEESHIEE
HiEMFuzzer, 2RAERRFEHEAER S,

ZARRBZEERNRE., B, ERNHNESEREITERFNIZRSESMHIB?

3 iS5 B

f%& Fuzzing ARMEREMINREZTHE S, AT RBEFONLMER, EBMBESIHERIRNAT
MERERINIERAER. B2, ATEZIKITMZIM ERRE], 24 Fuzzer HITEIVRMEELT
BRRLIEBRNFR TR LB ERINEBR, N\ EESREICXAMNESL, ERRAEGHN
BZRRE T, FATH MU= RS RS HITHIREMINIESR#TIRITS ML EREYS, E5
PE, AEHRSHRRR.

3.1 FuzzerZ [BIfNE E G
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B 7E Fuzzer 2 B HEZEHITIBRINER, (F18 Fuzzer LB E SEXKBE—LE Fuzzer BRBHE
RBMERBEERNER, XBFEXF="0@J:

1. WFRRMVER (FINEREBERNMEMEXNEBEERR) , BITUEBERSZEE. BXNTR
FRIER, BN RERRRENER—EBREME—14—1 Fuzzer 117, MMEEIERE
BANEXNER, ARTEEHITEY.

2. ASRIENERE. RRBUELSERE— Fuzzer EHEM Fuzzer WFIBER, XSFFEL
1RVEHFERT B (S EEEE Fuzzer BIEIEINIA K Fuzzing HEBZRSIES, BT IEELSINEEM Fuzzer
FHE (BR257) , BNSTFEAIUBLIESER, BIOMERNNRTERRBSIKERERS
FEM Fuzzer,

3. Ay RM. AFTRFURSFREZTESITHNRS, AINXHRE (Z0217) , REAMEH
ITRRMEF A MEERRS, FAIARERERVDNERARSNKH, HINERAFSIIE SRS T
W, BEHEZERAEFEMNEBIEEHITRLE,

3.2 FuzzingfE S0 RS Tk

£ Fuzzing B2, W% Fuzzer ZXMERBEHITI, ETERBRNIEN, XRENHRE
RORBITREE, WRBAVEENR Fuzzing ESBRENDRAREES, HARIKELHREER Fuzzer X
R, BIMARIRS Fuzzing FIAER, XEXTEEM T EH:

1. EARE Fuzzer EF FMEX ARG . FIANE PAFL BIgiTH, BEXNBEEEMEH#ITHIE,
FHEK Fuzzer MELTERALTHABAMAEER, MMESARER Fuzzer AJASITEFEHARE
B HITKER, BRTEETFE. I, HIFENIERINE X EMAERN B, tLURE
Fuzzer 32 PR REIRIER R EHITSEMENR (4],

2. A[E) Fuzzer shiSHBIRABHES ., FIUE UniFuzz B9igitH, BEIESHNFRE Fuzzing T
REBHNTRBHTEEHENZIR, BRT AR FuzzerflTBZERUMNMNIEN, NMBALTEE
T{E, CollabFuzz [22] BIEIBERDITEFER, MERBMNAEN Fuzzing 7 R F AT
HEE, HZFIR Fuzzer LB ERSHTF,

N

3.3 FuzzerfY4AE R ERFIRE

AER Fuzzer WAEMRER, SER—EZEFUXNAEMERNMREMERX?], MRBAIEREFESE
Y Fuzzer BEFH R, MENBERFEEFRNHAR (BH2.2 7, 24 71) . XTHRNEEEZ:
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1. BI DT Fuzzer RERIFMERIREFUzZIngBEH FR. HINE EnFuzz PEBEERINRIAIFEZH
MESNAS, 7 Cupid FRBEIMIXIIZGERE, BE Fuzzer NEEZERIREIMEERE R
HAEH R, XMBBMORIREBRATFERIMRLINGERFNRE.

2. Bd Fuzzing ZFEHED Fuzzer WRMNE D EARNITER IR, GIANFKITIUNSE MOpt, ¥%
T EH Fuzzer ERABNNF, BithESNBEZERTEE, FANFENCERENSHND
feAR[E Fuzzer WBEMITERIR, MIGAREFHNITENR. ZERBRNRAEZEGITAEN
Fuzzer, #HRBTRNEREEREST R —TENMEERFE,

4 LilacFuzz: Scalable Framework for Ensemble Fuzzing

4.1 Bifigit

MEEIT B S B NEERH, HIAIMMEERY, EZ9REDE, AEARSFZFAR=T

BRI A#HTIRIT. £330, BIPNARES SRS HEF Base Fuzzer FIZHEERXR, TRKEMATK
IS ERMNRAEZE, FRIAEADREMES BES M Fuzzer WD EIBAREM A EE R FHITHH, Higkit

T —MAERENIHAESR LilacFuzz,

LilacFuzz R—FETESNSHIFET, THATEREMIROTI RIER, NFEMEHNIL,
HEREFESERBOWRBERIT, FLERBEN Base Fuzzer HTOUHREM A ISR IEL
., HFASRY, BFRATEARNEERSTARAE, RIERES (who knows?) 7E1001%1A
AT TESRIFOMEIRT . BE, WERTEEERAKERS, THPIE,

M _EXXREIERPNAEZAEEE, LilacFuzz BIFMAIITE:

1. MERES DITESRR. EHNH TS SEREMNIHAERE AN IFERMN Fuzzer [32] [36], B4
A FERMILHEFRIERA [33] [35], LilacFuzzy 7R XF NG, &t T —FNE LAY
1EZR, BEpER AT IAENSFERA Base Fuzzer, Bl—1 Fuzzer A, SAHERRIBRHITEE
MTEERY (BINEZEMNE, NEREEN) . MERDH Base Fuzzer E&A&IEE, MM
% T8N Fuzzer AHdE. EREREID T AEREERIFMNEBZEER, FORAE
Fuzzer B2 BIMNEREL, HIRIE Fuzzer AHFIMNRERERIER, sISHEARE Fuzzer AHE
AETESRR.

2. BRXERRT ., MEFMNNIIERAXZ 2 FMERELS RIMER Fuzzer [33] [32], SEDELT
RIfY Fuzzer [36], HRRAETRITIRELTZ, TESERRTLREEMN Fuzzer, LilacFuzz M
Fuzzer ANBZEZFMHUREANEZREBEZER T AL L, sIiSREMLEAEHEREN, UILE
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RESEHHIEERSHONE, [T, LilacFuzz FRIEFRE Fuzzer A FIRFIRRMNIER, L
TRERED, #H—TED T ELERE,

3. MIBFFRR. EXHRINMIHIELRAZIREN A Base Fuzzer MITHEEIRHITHSRER, AT
@ Fuzzer S FAERM, SE—HRENTENXMERIGENERE, FHARIUHSHNERERE
Fuzzer AMITERIR. 7 LilacFuzz 7, ERRROFTRFEBERIRR Fuzzer BrIIRBHRIR,
BIaNi% Fuzzer AR Fuzzer M E, BERSERNRNES.

4.2 ZF{EIR

LilacFuzz M BERIZITI B 4-1 i, B82FEESSH Base Fuzzer ARSI EEER, H
2 FEERAEIES Base Fuzzer RE, MeSE— Fuzzer ANBFPERERE, BEATEER

=%

1. BHERER HELERAERZASINEERE, Z2BEZELIBTERINEN, FINETEE
BRI EEEMEZRRA;

2. FOVEBRREDITE N Fuzzer HNSHRIBEEG, SEEED Fuzzer A, RKIXIEREFES,
BAERAETIERED

3. FILVEAEBRSIRIES T Fuzzer HNEBZETMNEDE, B8 — Fuzzer AP EABNITERIR. T
EBEMNDAFMER BT R FARHAITHERE, BTERBEENTELNSN4.37,

A - MOpt B - LibFuzzer C - Radamsa
OO eome— [> [> [> OO0
A A
! Limitations -
Sync with A
Sync with B------._ . Unified Coverage
Coveragelil[j]
NewPathSpeed]i]
Limitationsi]

Global Scheduler

4-1 LilacFuzz £ B&ERi%1T
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ERENES

NFIEXEL R Fuzzer BRiksE, EREEREIEMMITAESE. BAEME Fuzzer BERREE
BEEAZI B ERRAEEE, “2WL Fuzzer ANEBEEGFERANERM, B 4-2 M B 4-3
DART T ZMMIER, HPNEERERRUERAMEG IO, 22 B 4-2 N MENZHRE
HABEIRE B 4-3 NBEE, BR2XMD Fuzzer ARIERIEIMEIEREY, XAKRT XM Fuzzer A
MEBERIZEFURA, BRRRAESTERFINER. 5%, ERIVEAXNER, RIFEFMH
17 B RE B AF OB R MNT R F AR E A s A9 [B) -

NTREERRSHMEEREN, NEFUNBERELERXNMM Fuzzer AEHTHRE, HAATMURIE
EMoBEHRITRYL, RERNEFIDEAGHITRSL, NERERRML.

Exchange Corpus

1

4-2 RIEEREBEZERS

11 N 1 Bl ]

‘ Exchange Corpus ’

|
mEE W

4-3 IRIFEFEED

BN, RTHRERRELSES, LilacFuzz &7 AFLSmart [18] HpY“deferred parse”, thSLIN T
WNEVIEIRE S RS, EiEW B 4-4 Fim. HH, ProbExchage 5 Fuzzer 4 ab K32 RFEERSD
WIEES IR, rank A a, b B9HER, t 5 Fuzzer R _ERAIFIKZHE, ¢ B—MTEXNE
8., A0, HIRWERTBEIENLKIFBERNASHESHIMEES, BNEMIEEERENTKER
SR BEIRIR L INFTER1ZHY Fuzzer A=A 5200,
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. 1 max(t,, tp)
ProbExchange(a, b) = min X , 1
rank €

4-4 FERELS EE

55, 7/ Fuzzer A2 BIIERIRIRHFAEE Base Fuzzer HiZESE5, MESXHESERNAERE
MHEL, REBEIBEMPERABHNARFTEL (H4.379) .

ERFEFRR

TF Fuzzer HMNBETFREKR, 2RAERSE MOpt RBRIFEMHEL [31]. HEIVEFE— Fuzzer
HEREMNT, STHTFHIERTE y (FIA Fuzzer WHE, 8— MEHFREREXNIN—1 Fuzzer)
H, BHREIZE - x], BERMAE local_y RiZRFEIERUNENBEREREZSNN Y H, £
B&#E global_y AT ERMUNBAZFHERBZEIERKESMZNFN Yy H, BIENE, MER
M FREMAEETR, 8—TRFNERZTEEAFRN, IS THFEHEECIEINERRMNE,
ARG 2 BIEEZRIRR Fuzzer AR RNNHRERHRG BHRLEREH - x HITIREN.

4.3 [SEPIER

4-5 2 LilacFuzz MIBEERIRIT, EREENEESRNESE: &E Fuzzer NEIFERS BIEHE
HAI 15 DI Fuzzer ARIHATIER, SIERHITEE, AREFEEELGEES; REZHAES
RUBR LY Fuzzer #ATEEIEHI, AMEMNBIMFR[ZHITIENE L,

Fuzzer 0 Fuzzer 1 Fuzzer 2 Fuzzer 3

Shm_id_y Shm_id_y Finish_x Stop
Finish_y shm_id_x ; )
Ngram4_Covl[i]
New_Path_Speed[i] >
Shmli]
Local Scheduler Database

4-5 LilacFuzz BEREHRIZIT
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BERERELS S S5
HTERERRP, §—1 Fuzzer #2MERN, PANAIELTENENEY, FIAERNRN FT

fE), BEEMUE, WEREETIF. A TINREY, ERSEEARZAEIN, ERESHE—T
famlpER, 4 B 4-6 Fimm.

Sync Shared Memory

Seed 0 Seed 1 Seed 2 Seed 3

Length | ID | Size Time |Coverage_Bitmap Data

4-6 HERNFHIESH

RTFD Fuzzer MIMRIZEHEREIS I, & Fuzzer R BERMNA/NARIFE XWEER (E7E
L HEE R NESARE? ) , 2EMNRBEBEERKIZHZEAFN Shm_id, FEEREREREER

1TEH, HESTHRENEA] Fuzzer, MEREEAE SN XEFRFTEMNLNEE, ENEREEER
AL EREERS, BEAERNERNRTERREFERMEIEET, REERXZERNFNLAT &

BAIE A Fuzzer WAERNIERHAITRL

NTEZREEREBLIERR Fuzzer ANEBERE, PMBENRBIERERLIERHERNEZERE RG]
Hll (BIEN{ER Ngram4 [14]) . H5, EEENTREFR, BENEESTRIUNMF#HITONNERE, &
IR BATARN BNF0E .

XM o REMRNXEER T AEIRGR/BNARZENEL @, R TESNED. BTF2RIENES
REXNEE Fuzzer ARNERLETRIR, MEXBEERELSEHFMMN, MUBSHNENEERE TEME
MBEMERED . BRIZEDEMEE m > Fuzzer, 81 Fuzzer B BIATERIEREEN n, B4
ERNRZEMELANNBARSHNEREME On * m"2), fE LilacFuzz §1, HFHATENER A
Fuzzer ZBIHZIEN, HE2BRESEZREBET N OK*n*(m / k)*"2) B1 O(n / k*m"2), HEf k K
Fuzzer ANHE. BAEREIERKNEERETN, EEREININEBELSRIEHNER ) k F. BIME
Fuzzer HRHESHAEFEE Fuzzer EEWITIER, %45 7 RTIRIENRIE.,
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FEMENIERE, FuzzerbRFEBRREFEEXHRZF., & Wen Xu, et al. WIE, HANERRF
XA RGERNE P LUBNE A B R AT IEERIONE -, EEM B 4-7 Fim, BRZITHISSING
SE2 1T,

Fuzzer 0

Q—Corpus OO0 OO0 Qe
—~—

ext4

& 4-7 NEXHZRS

MR L < =5 e FE 2%

4.2, ERBEERSAERBANBIRIRZ BFITERAR, BANARNZENEHBRRE—TF
BERNBIFEEDR, B—1T BN EERBERRFNEBIEENREWIIENTIITE S HITEME, 7
SEMBEAEREF —THRERPNERS, METRESHER. £#RLIRER, BHREESRZE
BERERRES —#, BTIENEAERE. BAEREERMNES. 1EXHEF, SoFENAAT BFE
fF, BIRNE, ATRENEERZRFN, EEENMRBENFRERNER, MERERTER
PHNEEEEEREAE,

HERREERBDBEFERLEFZFRGG, BEEERSOIEAA Fuzzer KMFBREENESE
B, NEH#ITHRF, &EHEESD Fuzzer,

5 T RIZHE

15 27T

31



2E

[1] TSE 2019, The Art, Science, and Engineering of Fuzzing: A Survey. Valentin J.M. Manes,
HyungSeok Han, KAIST.

[2] USENIX Security 2019, MOpt: Optimized Mutation Scheduling for Fuzzers. Chenyang Lyu,
Shouling Ji, Zhejiang University.

[3] NDSS 2019, REDQUEEN: Fuzzing with Input-to-State Correspondence. Cornelius
Aschermann, Sergej Schumilo, Ruhr-Universitat Bochum.

[4] CCS 2017, Directed Greybox Fuzzing. Marcel Bohme, Van-Thuan Pham, National University
of Singapore.

[5] NDSS 2019, NAUTILUS: Fishing for Deep Bugs with Grammars. Cornelius Aschermann,
Tommaso Frassetto, Ruhr-Universitat Bochum.

[6] USENIX Security 2020, Fuzzing Error Handling Code using Context-Sensitive Software Fault
Injection. Zu-Ming Jiang and Jia—Ju Bai, Tsinghua University.

[7] Github, AFL. Michal Zalewski.

[8] Github, ClusterFuzz. Google LLC.

[9] Github, OSS-Fuzz Trophies. Google LLC.

[10] kernel.org/doc/Documentation, Linux Documentation file systems tmpfs.

[11] USENIX ATC 2016, Understanding Manycore Scalability of File Systems. Changwoo Min,
Sanidhya Kashyap, Georgia Institute of Technology.

[12] 2018, afl-fuzz on different file systems. Jussi Judin.

[13] Github, Google’s fuzzer test suite.

[14] USENIX WOOT 2020, AFL++ : Combining Incremental Steps of Fuzzing Research. Andrea
Fioraldi, Sapienza University of Rome; Dominik Maier, TU Berlin; Heiko Ei3feldt; Marc Heuse,
The Hacker's Choice.

[15] Github, AFL++ Snapshot LKM. Andrea Fioraldi, Marc Heuse, Joey Jiao.

[16] Fuzzing Like A Caveman 4: Snapshot/Code Coverage Fuzzer!. hOmbre.

[17] Github, EnFuzz Github issue 2. Pawet Ptatek.

[18] TSE 2019, Smart Greybox Fuzzing. Van-Thuan Pham, Marcel Bohme, National University of
Singapore.

[19] Github, ClusterFuzz issue 2182. taotao gu.

[20] Github, OSS-Fuzz what-are-the—specs—on-your—-machines

[21] FSE 2020, Fuzzing: On the Exponential Cost of Vulnerability Discovery. Marcel Bohme,
Brandon Falk, Monash University.

[22] EuroSec 2021, CollabFuzz: A Framework for Collaborative Fuzzing. Sebastian Osterlund,

Elia Geretto, Vrije Universiteit Amsterdam.

32


https://arxiv.org/abs/1812.00140
https://www.usenix.org/system/files/sec19-lyu.pdf
https://www.ndss-symposium.org/wp-content/uploads/2019/02/ndss2019_04A-2_Aschermann_paper.pdf
https://acmccs.github.io/papers/p2329-bohmeAemb.pdf
https://www.ndss-symposium.org/wp-content/uploads/2019/02/ndss2019_04A-3_Aschermann_paper.pdf
https://www.usenix.org/conference/usenixsecurity20/presentation/jiang
https://github.com/google/AFL
https://github.com/google/clusterfuzz#clusterfuzz
https://google.github.io/oss-fuzz/#trophies
https://www.kernel.org/doc/Documentation/filesystems/tmpfs.txt
https://taesoo.kim/pubs/2016/min:fxmark.pdf
https://barro.github.io/2018/06/afl-fuzz-on-different-file-systems/
https://github.com/google/fuzzer-test-suite
https://www.usenix.org/conference/woot20/presentation/fioraldi
https://github.com/AFLplusplus/AFL-Snapshot-LKM
https://h0mbre.github.io/Fuzzing-Like-A-Caveman-4/#rudimentary-snapshot-mechanism
https://github.com/enfuzz/enfuzz/issues/2
https://thuanpv.github.io/publications/TSE19_aflsmart.pdf
https://github.com/google/clusterfuzz/issues/2182
https://google.github.io/oss-fuzz/faq/#what-are-the-specs-on-your-machines
https://mboehme.github.io/paper/FSE20.EmpiricalLaw.pdf
https://download.vusec.net/papers/collabfuzz_eurosec21.pdf

[23] CCS 2016, Coverage—based Greybox Fuzzing as Markov Chain. Marcel Bdhme Van-Thuan
Pham, National University of Singapore.

[24] ASE 2018, FairFuzz: A Targeted Mutation Strategy for Increasing Greybox Fuzz Testing
Coverage. Caroline Lemieux, Koushik Sen, University of California, Berkeley.

[25] LibFuzzer. LLVM.

[26] Gitlab, Radamsa.

[27] USENIX Security 2018, Qsym : A Practical Concolic Execution Engine Tailored for Hybrid
Fuzzing. Insu Yun, Sangho Lee, Georgia Institute of Technology.

[28] LAVA-M. Google LLC.

[29] Wikipedia, Pearson correlation coefficient.

[30] Wikipedia, Mann—Whitney U test.

[31] R. Eberhart and J. Kennedy, “A new optimizer using particle swarm theory,” in MHS, 1995.
[32] CCS 2017, Designing New Operating Primitives to Improve Fuzzing Performance. Wen Xu,
Sanidhya Kashyap, Georgia Institute of Technology.

[33] USENIX Security 2019, EnFuzz: Ensemble Fuzzing with Seed Synchronization among Diverse
Fuzzers. Yuanliang Chen, Yu Jiang, Tsinghua University.

[34] ESEC/FSE 2018, PAFL: Extend FuzzingOptimizations of Single Mode to Industrial Parallel
Mode. Jie Liang, Yu Jiang, Tsinghua University.

[35] ACSAC 2020, Cupid: Automatic Fuzzer Selection for Collaborative Fuzzing. Emre Giler,
Philipp Goérz, Ruhr-Universitat Bochum.

[36] arXiv 2020, UniFuzz: Optimizing Distributed Fuzzing via Dynamic Centralized Task
Scheduling. Xu Zhou, Pengfei Wang, National University of Defense Technology.

ChangelLog

2021%F7H2%5 0.1.0 —> 2021%7H205 0.2.0
1. Fix: B=T BRI URIZFEDE;
2. Add: 5P “LilacFuzz” #5811 B
3. Fix: B3 &5 F M 485 .

33


https://mboehme.github.io/paper/CCS16.pdf
https://www.carolemieux.com/fairfuzz-ase18.pdf
https://llvm.org/docs/LibFuzzer.html
https://gitlab.com/akihe/radamsa
https://www.usenix.org/system/files/conference/usenixsecurity18/sec18-yun.pdf
https://sites.google.com/site/steelix2017/home/lava
https://en.wikipedia.org/wiki/Pearson_correlation_coefficient
https://en.wikipedia.org/wiki/Mann%E2%80%93Whitney_U_test
https://cosmoss-vt.github.io/pages/pubs/fuzzing-xu-ccs17.pdf
https://www.usenix.org/conference/usenixsecurity19/presentation/chen-yuanliang
http://wingtecher.com/themes/WingTecherResearch/assets/papers/fse18-pafl.pdf
https://dl.acm.org/doi/10.1145/3427228.3427266
https://arxiv.org/pdf/2009.06124.pdf

