3 AXHBEBARESKREEFuzzingAEITIEE - 2021438158

AKBUET—TF1EX (CCS 17 - Designing New Operating Primitives to Improve Fuzzing Performance) ,
X1 snapshot ¥TAABEREERNTIRA fork WY EMY, mMLEXD 1%19&2HUFJJ:E¥ET BEIIN BRI AR A
teid, MREER. FERIMUFERB]—DFRENRLSE, EXBLARSE

-- [ N4

FEEFEHE—T QEMU RERE#ULIEE fuzzer, EEET QEMU HERIZEMIAIESE QTest LA, HI(EFRIERE
M fuzzer ESTREIER, BRIBRIENXMNITERSESATEMN IORIERDHRIER, BT QTest WMAIRERHREER
FHEEHIT fuzz, BIEBELUT+H:

1. I0 port in

2. I0 port out

3. MMIO write

4, MMIO read

5. PCI configure space write
6. PCI configure space read
7. disable PCI configure

8. clock step

9. add DMA pattern

10. clear DMA pattern

XEMSE—T 9 12, MMEEIE AT DMA RENBRMALHITEIENHHIT fuzz — fuzzer &1FFI hook RER
B DMA 21E, & MMIO i2{EE % DMA /5, fuzzer SEBAIIRHIE DMA pattern¥IBTiZiR(EREEE, AREEMRARE
RIBA BT ROBEE, HEH1T DMA,

-- [ W

BE—LEZEFE (Linux perf) , TITAM fuzzer BWAERSD CPU RHAEHKTET fork MHXHIRELT (kernel:
copy pte range, exit mmap) , GFABYLLHEFIS0% :

Samples: 1M of event 'cpu-cycles', Event count (approx.): 1451076260479
Children Self Command Shared Object Symbol
- 78.44% 0.06% gemu-fuzz-i386 [kernel.kallsyms] [k]
entry SYSCALL 64 after hwframe
- 78.38% entry SYSCALL 64 after hwframe
- 78.31% do_syscall 64
- 38.13% syscall return slowpath
- 38.12% prepare exit to usermode
- 38.09% exit to usermode loop
- 38.09% do _signal
- 38.09% get signal
- 38.09% do _group exit
- 38.09% do_exit
+ 37.84% exit mm
- 30.69% x64 sys clone
- 30.69% do sys clone
- 30.68% do fork
- 30.54% copy process
- 29.78% dup_mm
- 29.70% dup_mmap
+ 27.11% copy page_range

FRUAA T I, FHATATLUEZFEMR fork RUERE (LEXRIEX) , WAILGEED fork RIRREL, SHERDFUER
fork , XBRINRANG %o



HANERTMNRA NS EEERIEFFEMBILLS), ERMT (WLREN QEMU BIARMF e1000)

BIRERE

Forks 1510353

Total:Real 32941266:21224748 64.43% (BRUIRIELLL)
in 2465725 11.62% (ZBREREFEREBRIRIEFRILLL)
out 466618 2.20%

read 978025 4.61%

write 1069104 5.04%

pci read 268340 1.26%

pci write 1873546 8.83%

clock step 2228757 10.50%

disable pci 4656019 21.94%

add dma 245832 1.16%

clear_dma 6974054 32.86%

BEEBR (libfuzzer B9%it, https://1lvm.org/docs/LibFuzzer.html#output)
#1511404 cov: 3931 ft: 2729

He, Total:RealNRTHEPIELEMMIRIERR, HIE#HA fuzzing RVRIERLLA), XREAFREIZIERHIRIEREKER
—#, B fuzzer ANBUBBAGENNMEZESH, FAUERNRERTNNREENREER, FEREF.

-- [9th

N EERBIERANTATSHAENEL

—EBHNERBRURERIREH TR, XETWEFDTHNRITORE, BEFME fuzzer TRAVWEK (BIE
libfuzzerRFATH AFL —### effector map, HEEFRLEEMNERIRIEHNTREIR)

T RAEDHIRERTIEEEIONRIE, FM] clear dma # disable pci. XtIRAEEHN — FMFKITT QEMU B
bug-tracker Lt 0SS-FUZZ ®9 52 3k, EABEF4%E crash BIEZEIRIERFLLAINT ¢

MMIO write 1020 65.1%
PCI configure write 259 16.5%
clock step 165 10.5%
I0 port out 33 2.1%

AR, MMRMNEMNEENBERL, RIVZRE 10 RHRIEMI T #HRIE

-- [ R

WED fork RE, BINETURIER, B 10 WHBFNENLA, FMTXNAERERIRTAERE, HBEXNERIRE
BEvHERMET fork Zal, RESURIFHBEBEMA—HEIEFL. X TERREEMIE fuzzer PEELBRSHUIRF,
HANIFLURME, T MMIO write XEFERALLABIRERIVLESEE RELYFRASHRNENERNRME, Fi1F
#1T forke HALZEAIT :

/* -- Wights for each ops to guide our forks -- */

#define FUZZ BAD OP PENALTY (-4)

#define FUZZ OP_IN SCORE (rand() %2 ? 0 : -1) /* -0.5 */
#define FUZZ OP_OUT SCORE (0)

#define FUZZ OP READ SCORE (rand() % 4 ? 0 : -1) /* -0.25 */
#define FUZZ OP_WRITE SCORE (1)

#define FUZZ OP_PCI READ SCORE (0)

#define FUZZ OP PCI WRITE SCORE (rand() % 4 ? 0 : -1) /* -0.25 */
#define FUZZ OP DISABLE PCI SCORE (-1)

#define FUZZ OP_ADD DMA PATTERN SCORE (0)

#define FUZZ OP_CLEAR DMA PATTERNS SCORE (-2)



#define FUZZ OP CLOCK STEP SCORE (0)

AERBEAFNELRS PCI configure write HILEH, THATERLTE-0.25M%AE, XRRAFKIVESRT disable
PCI , X288 PCI MNIZELHEHIELLLHIAEBEERFA, Y, EASMPIEE fuzzing #H, PCI BRENBEEMNE
MR LLRK (fuzzerRFBXLIRIE) , ATEEBR”, BiMBLE5—ENES,

/* -- calculate the weight of current input -- */
long score = 0;
while (cmd && Size) {
/* Get the length until the next command or end of input */
nextcmd = memmem(cmd, Size, SEPARATOR, strlen(SEPARATOR));
cmd_len = nextcmd ? nextcmd - cmd : Size;
if (cmd _len > 0) {
/* Interpret the first byte of the command as an opcode */
op = *cmd % (sizeof(ops) / sizeof((ops)[0]));
score += ops[opl(s, cmd + 1, cmd len - 1, true);
}
/* Advance to the next command */
cmd = nextcmd ? nextcmd + sizeof (SEPARATOR) - 1 : nextcmd;
Size = Size - (cmd _len + sizeof(SEPARATOR) - 1);
}

if (score < 0) return;

/* -- Port I0 write -- */
static int op write(QTestState *s, const unsigned char * data, size t len, bool check)

{
enum Sizes {Byte, Word, Long, Quad, end sizes};
struct {
uint8 t size;
uint8 t base;
uint32 t offset;
uint64 t value;
} a;

address_range abs;
if (len < sizeof(a))

return FUZZ BAD OP PENALTY;
memcpy (&, data, sizeof(a));

if (get mmio address(&abs, a.base, a.offset) == 0)
return FUZZ BAD OP_PENALTY;

if (check)
return FUZZ OP_WRITE SCORE;

-- [ i

BEFEXNT el000 M-, HITEXR#HIT fuzzing, ER120%E (20xNELL) HITMER T ZA4NHRESZE !

BIRERE

Forks 128722

Total:Real 340323:313735 92.19%
in 19479 6.21%
out 22629 7.21%
read 16298 5.19%
write 60858 19.40%
pci read 31621 10.08%
pci write 93569 29.82%
clock step 52906 16.86%
disable pci 6272 2.00%
add dma 6616 2.11%

clear dma 3490 1.11%



BEERBR
#330313 cov: 3947 ft: 23309

AIER], HMNNERIREBRRLLA, URIOkLIRIENILAERETRARES )

-- [/Fid
EMREERLLERIRETABYIME X, XERZBRENELRNMT —TFhiEE, NREER B LNIARREF,
JFBRBIE, WELULIREION fuzzing B—F stateful API fuzzing, FENIXBMRRALEMI fuzzing (B0

protobuf : oneof commands) FMEIAEEZLE (FIE0 USENIX sec 19, MOPT) , MREESELH, EitGHERE?
Happy Fuzzing!

Thank you.
Qiuhao Li



